Abstract-With the growing importance of privacy in data access, much research has been done on the privacy protecting technology in recent years. Developing an access control model and related mechanisms to support a selective access data become important. The extensible markup language (XML) is rapidly emerging as the new standard language for semi-structured data representation and exchange on the Internet. And now more and more information is distributed in XML format. In this article, we present a comprehensive approach for privacy preserving access control based on the notion of purpose. In our model, purpose information associated with a given data elements in an XML document specifies the intended use of the data elements. An important issue addressed in this article is the granularity of data labeling for data elements in XML documents and tree databases with which purposes can be associated. We address this issue in XML databases and propose different labeling schemes for XML documents. We also propose an approach to represent purpose information to support access control based on purpose information. Our proposed solution relies on usage access control (UAC) models as well as the components which based on the notions of the purpose information used in subjects and objects. Finally, comparisons with related works are analysed.
INTRODUCTION
While current a vast amount of information is exchanged everyday ranging from simple to complex files from web services. The advance of database technology has also significantly increased privacy concerns. Much research has been focused on developing the privacy protecting technology. Access control has been considered as a major issue in information security community since the beginning of the information security discipline. In particular, access control must be suitable to the language used to describe the data and actions that can be executed on such data. Therefore, developing an access control model and related mechanisms become important.
The Extensible Markup Language (XML) [3] is a standard for describing the structure of information and content on the Internet over the past several years. XML has recently emerged as the most relevant standardization in the area of document representation through markup language. XML is used to store and exchange data in the Internet environment that may include private messages of customers. It overcomes the complexity of Standard Generalized Markup Language (SGML) and the user can define document structures, removing the limit of the fixed tags in Hypertext Markup Language (HTML). XML documents support storage of information at different degrees of sensitivity and varying granularity levels [3] . A recent development in the database field has been the introduction of semi-structured and self-describing data, collection of the data in XML format called XML Databases [20] . XML database is becoming increasingly important since it consists of XML documents.
A number of privacy protecting access control models have been proposed in recent years [1] . Through access control, the system can restrict unauthorized users accessing to the resources in the system and guarantee the confidentiality and integrity of the resources. However, each of access control, the authorization decisions are generated at request time but do not consider ongoing controls for long access or for revocation. It is not concerned with which data object is used for which purposes. For example, Traditional access control models primarily consider static authorization decisions based on the subjects' permissions on target objects. Trust management [22] relates authorization to a user's capability and properties. Recently proposed usage control is a new access control model which extends traditional access control models in multiple aspects. Authorization in traditional access control is assumed to be done before access is allowed (pre). And usage control extends this for continuous enforcement by evaluating usage requirements throughout usages (ongoing). Therefore, the main different properties of usage control with traditional access control models are continuity of access decision and mutability of subject attributes and object attributes [10] .
In order to protect data privacy, the notion of purpose plays a major role in access control models. Purpose is the reasons to collect or to access private data in access management systems. Adopting purpose are the fundamental policies for private information concern with which data object is used for what purposes. For example, customers' age and email address are used for the purpose of marketing analysis. Developing purpose involved usage access control and data labeling models for relational database systems can support hierarchical purposes and obligations for managing private information.
Our previous work has, however, some limitations [16] . The first is that it has only been developed based on XML and object-relational data model with using usage access control. But to manage purpose information that are complex, have hierarchical structures and are characterized by several semantic relationships, we need to develop a sophisticated purpose management model. The second is that does not adequately address the problem of how to determine the purpose for which certain data are accessed by a given user. We address in this article is the granularity of data labeling for XML and XML databases with which purposes can be associated. We present this issue in the XML databases and purpose the labelling schemes. Using our approach it is the possible to associate a purpose with an XML document in XML database systems. We believe that this issue may be satisfactorily addressed by relying on the usage access control model. Such an extended UAC model has never been studied before and, the new model and its authorizations are the major contributions of this paper. Another key contribution of our work is that we address the problem of how to determine the purpose for which certain elements in XML documents are accessed by a given user.
The remainder of this paper is organized as follows: Section 2 provides a brief overview XML and XML databases. The usage control model and continuity properties are introduced in this section. We also introduce the notion of purpose and describe access control labeling in this section. Section 3 shows our proposed authorization models for usage control using purpose scheme. It includes pre-Authorization, and ongoing-Authorization two models. Section 4 reviews the differences between the work in this paper and others related works. Finally, Section 5 concludes the paper.
II. RELATED TECHNOLOGIES

A. XML and XML databases
XML [3] is a markup language for describing semistructured information. Semi-structured data is just data that does not fit neatly into the relational model. In XML, data can have an elaborate and intricate structure that is significantly richer and more complex than a table of rows and columns. XML makes possible capturing and expressing data structure as we understand it without forcing it into an oversimplified structure [3] . An example of XML document containing staff information of a company is shown in Table 1 . XML documents not only record the contents of data but also the constraints and relationships between data referring to in Table 1 . The element GeneralInfo includes Name, address, and email elements, and GeneralInfo element is a sub-element of CustomerInfo. Since an XML document can express complex relationship between data, it can satisfy with various security requirements. XML is used to store and exchange data in the Internet including private messages. Some users may like to access some particular parts of an XML document. In the example shown in Table 1 , for CustomerInfo objects everyone can read general information such as name, address, and email. However, the subelement financial information will be restricted. Therefore user access permission has to be limited according to security policies. This example shows that securing XML document is a significant topic for research. An XML document is a collection of data. It is a selfdescribable, exchangeable and a tree graphic structure description data set. XML documents fall into two categories: data-centric and document-centric [9] . Datacentric documents are those where XML is used as a data transport. For example, dynamic Web pages are a special case of data-centric documents. Document-centric documents are designed for human reading. Examples are books, emails and advertisements. They are characterized by irregular structures and mixed contents.
To store and retrieve data in data-centric documents, you need to know how well structured your data is. For highly structured data, you will use an XML-enabled database for data storage, such as a relational or object-oriented database, and some sort of data transfer software such as middleware [9] . If your data is semi-structured, you may have two choices. You can fit your data into a well-structured database, such as a relational database, or you can store it in a native XML database. The native XML database is specialized for storing XML data and stores all components of the XML model intact [8, 11] . To store and retrieve document-centric documents, you will need a native XML database. Some native XML database models are stored in the relational and object-oriented databases. For example, in the relational database storage Document Object Model (DOM), there are elements, attributes, entity, and other entities cited forms. As traditional databases add native XML capabilities and native XML databases support the storage of document fragments in external (usually relational) databases, the access control models for traditional databases, such as a relational or object-oriented databases and native XML databases could be used in the same way.
B. Usage access control
The usage control is a generalization of access control. It enriches and refines the access control areas in its definition and covers obligations, conditions, continuity (ongoing controls) and mutability [7, 22] . Eight core components of the usage control model are subjects, subject attributes, objects, object attributes, rights, authorizations, obligations, and conditions (see Figure 1 ). The authorization, obligations and conditions are main components of usage control decisions. In the usage control model, the authorization rule permits or denies the access of a subject to an object based on subject and object attributes. Obligations are performed by subjects or by the system. Conditions are not related to subject or object attributes. They are system environment restrictions.
Figure1. Components of Usage Control Model
Authorizations, obligations and conditions are decision factors used to check and determine whether a subject should be allowed to access an object. Obligations and conditions are new concepts that can resolve certain shortcomings that have been in traditional access controls. In general, the authorization of most traditional access controls, such as mandatory, discretionary and role based access control are assumed to be done before access is allowed [7] . However in the usage control model it extends this for continuous enforcement. Authorizations may require updates on subject and object attributes. The process of continuity properties in usage control model consists of three phrases: before usage, ongoing usage and after usage. To enforce control decisions, we have two different types: pre-decision and ongoing-decision. For mutability, there are three kinds of updates: pre-update, ongoing-update, and post-update. Therefore, Authorizations can be either preauthorization (preA) or ongoing-authorization (onA).
XML documents provide the information structure and semantics in a web environment and XML documents will be stored in a relational, object-oriented database or XML Native database. The authorization models for XML Native database models are the same as the relational database models or object-oriented database models. Based on the three usage control components: Authorization, Obligations and Conditions, we develop six possible cases as core models: pre-Authorization, ongoing-Authorization, preObligations, ongoing-Obligations, pre-Conditions, ongoingConditions using XML database. Meanwhile, to apply the modularity, extensibility information is stored in the XML databases. All the components in our models, such as subjects, subject attributes, objects, object attributes, rights, authorizations, obligations, and conditions are specified in an XML format.
C. Purpose
As the purpose directly dictates how accesses to data items should be controlled, therefore, purpose plays a central concept in many privacy protecting access control models [2] . A privacy policy mainly concerns with which data object is used for which purposes. In common business environment, purposes naturally have a hierarchical relationship among them, such as generalization and specialization relationships. Purposes can be organized according to the hierarchical relationships to simplify the management of purposes [6] . In this section, we present an overview of the notion of purpose.
A purpose describes the reasons for data collection and data access [2] . The purpose directly dictates how accesses to data items should be controlled. A set of purposes P, is organized in a tree structure, referred to as a Purpose Tree PT, where each node represents a purpose in P and each edge represents a hierarchical relation (i.e., specialization and generalization) between two purposes. Figure 2 gives an example of a purpose tree. In this example, purpose "Analysis" is a specialization of purpose "Admin". Purpose "Third Part-Use" is a generation of purpose "Marketing". Therefore, purposes can be organized according to the hierarchical relationships, it can simplify to manage purposes. To access a specific data item should be allowed if the purposes allowed by privacy policies for the data which include or imply the purpose for accessing the data [2] . Intended purposes are purposes associated with data and thus regulate data accesses. Access purposes are purposes for accessing data. An access purpose is determined by the system when the data access is requested. An intended purpose consists of two components: Allowed Intended Purposes (AIP) and Prohibited Intended Purposes (PIP). For example, an intended purpose Pu is a tuple (AIP, PIP),
where AIP P and PIP P are two sets of purposes.
Intended purposes can be viewed as brief summaries of privacy policies for data. An access decision is made based on the relationship between the access purpose and the intended purpose of data. When an access is required, the access purpose is checked against the intended purposes for the data item. That is, access is granted if the access purpose is entailed by the AIP and not entailed by the PIP; the access is denied if either of these two conditions fails. Table  2 illustrates the intended purposes for the data collected by the company, based on the purpose tree in Figure 1 . Group 1 represents customers who have given consents for system administers and third-party marking, and Group 2 represents customers who only have given consents for system administers but have not given third-party marking.
An access decision is made based on the relationship between the access purpose and the intended purposes of data [2] . The access is granted if the access purpose is entailed by the allowed intend purposes and not entailed by the prohibited intended purposes. In this case we can say the access purpose is compliant to the intended purpose. The access is denied if any of these two conditions fails; we can say the access purpose is not compliant. For the usage access control models, access purposes usually are authorized to users through subjects. As above, let PT be a purpose tree, Pu be an intended purpose in PT, S be the set of subjects in the system. An access purpose is authorized to a specific set of users by a 2-tuple (s, pu), where s S, pu Pu. Note that both the access purpose and subjects may be organized in hierarchies. For example, In Figure 2 , let Pu and AP be an intended purpose and an access propose defined based on PT.
Suppose 
D. Access control labeling
Building an access control model based on the notion of purpose, we must consider a specific data model with a proper labeling scheme. One major question here is how intended purpose are associated with data, and furthermore, we have to determine at what level of granularity data will be associated with intended purpose and what types of authorization are applied. Such as for the XML documents which store in an XML database, it is under relational data model, intended purpose should be assigned to every data element in every relation, or every attribute in every relation.
The labeling model should allow the assignment of intended purposes with data at the most fine-grained level. The model should be able to assign an intended purpose to each relation, attributes and tuple, but also to each data in relations. This is because purpose for access private 
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GeneralPurpose information can vary depending on each individual. For instance, assigning an intended purpose to an XML document implies that the intended purpose will apply to all elements and sub-elements of the objects. Consider data category Customer information in the previous an XML document, which consists of GeneralInfo and FinancialInfo. As this includes sensitive information such as FinancialInfo, many customers would not want to allow any use of the finance information. However, other information can be valuable for the company as they can use. In order to make the best use of data while at the same time ensure that data providers feel comfortable, it is obvious that the granularity of the data labelling model must be fine. Thus, the labelling model should allow the assignments of intended purposes with data at the most fine-grained level. That is we should be able to assign an intended purpose to each data element in the document, it include for their attribute and each data provider. Table 3 shows customers access control labeling scheme. It gives name and income elements intend purposes in an XML document. 
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If the XML documents with intend purposes are in an XML database, it also can be under relation data model. They may use the relation-based and attribute-based labeling methods.
Let PT be a purpose tree and P be the set of purposes in PT. Let ܲ ‫ݑ‬ be a set of all possible intended purposes defined over P and R ‫ܣ(‬ 1 ‫ܣ…‬ ݊ ) be a relation with ‫ܣ‬ ݅ an attribute over some domain ‫ܦ‬ ݅ . In our data labeling model, intended purposes are associated with R according to one of the following methods [6] : x Relation-based: A relation-based labeling is a pair (R, pu), where pu ܲ ‫ݑ‬ . Access to any data element in R is governed by pu. x Attribute-based: An attribute-based is a set ‫ܣ({‬ ݅ ‫ݑ,‬ ݅ ) | ‫ܣ‬ ݅ Attributes(R) ∪ ‫ݑ‬ ݅ ) ܲ ‫ݑ‬ }. Access to data element ܽ ݅ ‫ܣ‬ ‫ܣ‬ ݅ ݅ in any instance of R is governed by ‫ݑ‬ ݅ .
III. ACCESS PURPOSE AUTHORIZATION WITH USAGE ACCESS CONTROL
In this section we consider authorization models for access purpose adopting usage control with XML document. As already discussed, XML documents provide the information structures and semantics in a web environment and XML documents will be stored in a relational, objectoriented database or XML Native database. We assume that the labeling models belong to a relation-based labeling. That means access to any data element in XML database is governed by pu, and a usage request exists on a purpose target object.
Usage access control includes components such as subjects, objects and obligations. The purpose involved extended usage model includes the following components:
x A set of S for subjects, a set of AP as access purposes, a set of O for objects, a set Pu = {AIP, PIP} of purposes, a set of R for rights, a set of A for authorizations, a set of B for obligations and a set of C for conditions, For the usage access control decision-making can be done either before (pre) or during (ongoing) exercise of the requested right. However, decision-making after the usage has no influence on the decision of current usage. There are six possible cases as a model for usage control: pre Authorizations, ongoing-Authorizations, pre-Obligations, ongoing-Obligations, pre-Conditions and ongoingConditions. Depending on the access requirements on the objects in the real world, it is possible to utilize more than one case. In this paper, we consider only the cases consisting of Authorizations, Obligations or Conditions alone with pre or ongoing decisions. Meanwhile we focus on developing the usage control models for the access purpose XML documents which store in XML databases. All the components in our models, such as subjects, subject attributes, objects, object attributes, rights, authorizations, obligations, and conditions are specified in an XML format. 1). Usage control for pre-Authorization Model (UCMpreA) with XML databases
In a pre-Authorization usage control model, the decision process is performed before access is allowed. The UCMpreA model provides an authorization method on whether a subject can access the XML databases. The following illustrations of usage decision that can be expressed on the objects are made in pre-authorizations. Before pre-authorization process, we need to decide whether the access purpose is compliant or not. 
ATT(S), ATT(XD), ATT(XDL)
, represent attributes of subjects, XML document and element on XML document respectively. preA, pre‫ܣ‬ 1 is predicates about authorization functions. We use the notations of AP, Pu, AIP and PIP as mentioned before.
S' SP,
Where SP = {(s, ap) | s S, ap AP}.
In this example SP is a specific set of subjects by a 2-tuple(s, ap). The access purpose ap could be a subset of AP.
To simplify the discussion, we assume that ap is a single access purpose.
XD' OP,
Where 
4.allowed (S', XD', r) preA(ATT(S'), ATT(XD'), r),
This predicate indicates that if subject S' is allowed to access XML document XD' with right r, then the indicated condition preA must be true.
allowed (S', XDL', r)
This predicate indicates that if subject S' is allowed to access element XDL' on XML document with right ‫ݎ‬ 1 , then the indicated condition pre‫ܣ‬ 1 must be true.
The UCMpreA model provides an authorization method on whether a subject can access the purpose objects. The allowed(s', xd', r) predicate shows that subject s' can access the object XML document xd'. The allowed (s', xdl', ‫ݎ‬ 1 ) predicate shows that subjects s' can access some part of information on XML document. At this process, the object data (XML document or element on XML document) is assumed as private information which is restricted to access. XDL. onA and on ‫ܣ‬ 1 are used to check whether S can continue to access or not.
S' SP,
Where Access purpose ap of subject S' is compliant to the intended purpose pu of (XML document or element on XML document) and S' is accessing the object with permission r or ‫ݎ‬ 1 .
stopped (S', XD', r ) ┐onA(ATT(S'), ATT(XD'), r),
The access of subject S' to XD' is terminated if the ongoing authorization onA is failed.
stopped (S', XDL', r) ┐ on (ATT(S'), ATT(XDL'),),
The access of subject S' to XDL' is terminated if the ongoing authorization on‫ܣ‬ 1 is failed.
In this model usage decision Boolean functions are onA, on‫ܣ‬ 1 instead of preA, pre‫ܣ‬ 1 . During this process the requested access is always allowed as there is no preauthorization all the time. The access purpose ap has to be compliant to the intended purpose pu and allowed (S', XD', r), allowed (S', XDL', ‫ݎ‬ 1 ) are required to be true, otherwise ongoing authorization should not be initiated. Ongoing authorizations are active throughout the usage of the requested right, and some requirements are repeatedly checked for a continued access. These checks are performed periodically based on time or event. In the process when attributes are changed and requirements are no longer satisfied, stopped procedures are performed. Stopped (S', XD', r) and Stopped (S', XDL', ‫ݎ‬ 1 ) indicate that right r and of subject s' on object are revoked and the ongoing access terminated.
Due to the length of the paper, other authorization models are omitted. In practice, the six models pre Authorizations, ongoing-Authorizations, pre-Obligations, ongoing-Obligations, pre-Conditions and ongoing Conditions may need to be combined for an access control. We obtain an authorization method for the objects by checking users' (subjects') authorizations, obligations and conditions with continuity properties. The objects usually have regular data and sensitive data. For the regular data, they do not have intended purpose, but for the sensitive data, they may have intended purpose.
IV. RELATED WORK
Our work in this paper is related to many areas of privacy preserving access control, especially private data management system. We also exploit the tremendous work carried out for usage access control which mainly focuses on secure management of data based on XML databases.
Recently, Byun and Li introduced a purpose-based access control for privacy protection in relational database system [6] . Their work focuses on purpose information associated with a given data element specifies the intended use of the data element. They addressed the problem of how to determine the purpose for which certain data are accessed by a given user. Their proposed solution relies on the wellknow role based access control (RBAC) models as well as the notions of role attribute and system attribute. However, our work substantially differs from that proposal. Basically, our approach is built on usage access control. We have analysed the characteristics of various access authorizations and presented two detailed models for different kinds of authorizations. It is an important improvement for access control of XML documents and XML databases in the Internet since users always alter their conditions or obligations. By contrast, users in our scheme have to pass pre-Authorizations, ongoing-Authorizations, preObligations, pre-Conditions and ongoing-Obligations as well as ongoing-Conditions. This indicates that our method is much more secure and powerful in dynamic environments.
Previous work we used to focus on using usage access control methods with XML document [14] . In the authorization models, the subjects and objects for access control are elements of XML documents. We did not provide the access control models based on the purpose information. In this article, we presented an approach for usage access control based on the notion of purpose with XML documents which are stored in XML databases. We also addressed the granularity of data labeling. That can get the units of data with which purposes can be associated. Also, Bertino and Ferrari [3] presented an access control system supporting selective distribution of XML documents by using a range of key distribution methods. It focuses on key distribution methods to protect XML documents. They presented the approach which consists of encrypting different portions of the same document according to different encryption keys, and selectively distributing these keys to the various users. By contrast, in this paper our work includes an extended usage access control model and supports purpose hierarchy and granularity of data by using access purposes, purpose associated XML documents and XML databases. We provide a rich variety of options that can deal with purpose XML documents. In our scheme, Users can access XML documents with their purpose information at any time, even when their properties are updated V. CONCLUSIONS In this paper we presented a purpose-based access control suited for hierarchical data in XML databases. We also proposed the granularity of data labeling for XML and XML databases with which purposes can be associated. We also propose an efficient method to represent purpose information to support usage access control model based on purpose information. Usage control models provide an approach for the next generation of access control. This paper also illustrates two different kinds of models built for purpose data. The methods presented in this paper can be used to control purpose data in a dynamic environment. It also begins a new application with usage control. This paper represents only a first step for authorization model in purpose data with usage control. Much work is still to be done before these models can be used in practice.
